CYBERSECURITY

Cyber Spy vs. Spy: Who is Winning at the Casino?
by Jack Hakim

T

he cyber landscape keeps changing – there is a statistically significant increase in attacks as well as changes
in the behavior of cyber criminals due to new tools and
strategies of attack. How should an organization think about
these cyber threats? First, it is important to understand what
makes an environment vulnerable. There no longer a safe
internal network and dangerous world outside the perimeter.
Due to insider threats, compromised users, people working
from the road and by phone, vendors, customers and service
people working inside your network, it is porous. Your
system is made up of potentially compromised individuals,
hardware and code.
Vulnerabilities exist in code because most development
organizations and device manufacturers historically were
focused on creating sellable and useful functionality without
putting meaningful concern or expertise into making it secure.
All the big vendors – Microsoft, Apple, Google, Amazon, etc. –
have been working to improve the situation. They release security patches regularly as new vulnerabilities are discovered.
Although many attacks today are still based on identifying
a technical vulnerability in software or the network, many
attacks look innocent but are attempting to trick people
rather than software into giving entrée to their system. A
common attack is phishing, where an attacker sends emails
that appear to be coming from a reputable source with a
compelling reason for you to open an attachment, give up your
ID and password or click on a link. Unfortunately, clicking
on that link or attachment runs malware (software designed
to exploit discovered vulnerabilities), such as a virus or a
ransomware attack. Depending on the ransomware, it steals
or locks the victim’s data using encryption, and the attacker
will not decrypt the victim’s data until the ransom is paid, often
in bitcoin to a foreign account.
Phishing techniques continue to become more effective,
one example is that in addition to targeting individuals,
phishing attacks have been increasingly targeting groups
within an organization with role based content that is more
likely to be opened by group members. Phishing email
campaigns have radically increased and approximately 90%
today are armed with ransomware.
Humans are often easier to fool and hack then commercial applications and operating systems. The best way to take
over a system is to run malware under administrative credentials, and hacking humans with phishing and other
techniques is a common way to get them. There are many
known malwares – most have a code sequence that has been
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identified, called its signature, which anti-malware products
can use to recognize, block and remove that malware.
Your laptop and phone are critical endpoints, and signature based anti-malware software is a critical part of endpoint
protection. There are also specialized products that use
virtualization to create a safe container in which you can safely
look at downloads, email, perform browsing, and will
stop malicious attachments from compromising the rest of
your system. Anti-phishing training is good for people, but
automated tools are still harder to fool.
Zero Day Attacks
New versions and new products often arrive with new
vulnerabilities. These vulnerabilities will provide some malware
writer the opportunity to write new malware for which no
signature yet exists, a new zero day exploit. Hackers will try to
use these on systems once they appear, i.e., they will try to leverage zero day exploits before most organizations have been
able to patch the vulnerable software. Obviously, from your
point of view, what matters is that the vendor has written a patch
and your team has applied the patch to all of your exposed
systems before the hacker attempts to exploit a new zero day.
Unfortunately, zero day exploits can be written for newly
discovered vulnerabilities in existing code, or frequently today,
by downloading attack tools, watching instructional videos and
following the step by step process of creating a new zero day
malware. They can even scramble the signature and pattern of
one of a vast number of known malwares so that endpoint software primarily dependent on known databases of signatures
will fail to recognize it. These tools have democratized hacking,
since very little skill is needed. There are many variants of these
tools available on anonymous sites reached through encrypted
tunnels (and some on the open Internet as well).
For a short period of time, those who didn’t want to build
the full infrastructure required to run a ransom attack, could
use a “ransomware-as-a service provider.” This crowd sourced
approach to ransomware distribution is an example of the
diversity of tools that are offered. For no money down, one
particular product provided a three-step process for building
a Window OS virus that encrypted files and then displayed a
message demanding a ransom be paid to a bitcoin address to
unlock the files. The hackers were required to infect their
targets – not surprisingly spam or targeted phishing attacks were
the recommended approach.
Given all the software, hardware and human susceptibilities,
does this mean the hacker usually wins? On insufficiently
protected systems, certainly.
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Most systems are constantly probed and penetrated, but that
doesn’t always result in the target suffering a great cost.
Many attackers get into target networks and stay there for
months – these are referred to as Advanced Persistent Threats
(APT). An advanced and persistent attacker may have planted
malware, probed for other vulnerabilities, and communicated back to its base to receive and plant additional malicious
code. The hacker’s goal is to ensure persistence so that even
if the target’s security team discovers the original compromise,
the attacker would have other compromises to leverage.
However, the planned breach/ damage sometimes never
materializes because the compromise is discovered and the
defenders investigate and stop the attacker.
A good forensic team can track a compromised system.
At a high level, their threat identification strategy can involve
searching for the time and source of suspicious events or
artifacts of behavior, and then correlating many system logs
to create a massive “supertime” log. Based on this, they can
attempt to identify what else happened in those time periods
and can often trace back from later compromises and
eventually identify the original compromise, and finally clean
up the system. One take away is that organizations need to
enable logging on their devices and services to support this
forensic activity. Log settings of more verbose and lower
security or incident level, will retain more, but take up more
space. Storage is cheap these days, so spend a little more to
retain more. You might also investigate a class of products
called Security Incident and Event Management (SIEM),
which capture different logs from operating systems,
applications, network devices, etc., and performs correlation
analysis across all of them.
The defensive techniques and tools, including those
useful for forensics are expanding and evolving rapidly. That’s
good, because many APTs are often not discovered – or not
until after many breaches occur and much data is lost – since
APTs tend to hide evidence of an attack but can return since
the system is still compromised.
There are many new vendors and researchers creating
new security tools that focus on normal and abnormal
behavior on the network rather than just using signatures and
inspection.
Humans cannot derive these patterns – there is way too
much data to analyze in real time to as well as the 100s
of dimensions that are often used to categorize network
behavior. Behavioral tools use ‘machine learning” to automatically learn and correlate normal user, software and network
flow behavior, monitoring anomalies and categorizing them
into risks that require attention and/or blocking. A simplifying definition: machine learning enables systems to act and
make data driven decisions, that can be self-improved with
more data over time without developers programming how
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to carry out the specific task or how to do it better. A few good
behavioral products were available a couple of years ago
leveraging machine learning, however at the 2017 RSA
(Security) Conference and Expo, one could barely turn a
corner without seeing a vendor selling behavioral solutions
based on machine learning. Another trend is the ongoing
improvement and use of vast databases of threat intelligence
or new ways of leveraging deep inspection of network
traffic.
One of many firewall products exhibited at RSA created
a virtual machine in the firewall that not only analyzes the
packet header to identify appropriate traffic flow, but also
“decrypts” (deep inspection) the content of the network
packet, packet by packet. Not only was this firewall able to
identify malware but it could parse the embedded ransomware
message demanding bitcoin payment and pop it up as an
explanation of why that message or attachment was blocked.
Very cool, entertaining, but also worth investigating. These
conferences are a window into the ongoing developments and
discussions within the security community, and are a must
attend, in spite of the fear, uncertainty and doubtselling and
new popular marketing terms and exaggerated claims by
some. It is also where you can see and experience how new
technologies and automation are continuing to creating a force
function that allows both the attacker and the defender to do
more with less.
Casinos Have a Lot of Devices and an Internet of
Things (IoT)
IoT is the interconnection via the Internet of computing
devices embedded in everyday objects, enabling them to send
and receive data. Compounding the software challenges already
discussed, most new devices also receive insufficient security
hardening and testing. There have been quite a few Point of
Sales (PoS) systems that have been compromised at casinos.
Poor security is especially true for the vast majority of the more
than 5 million new IoT devices coming on line every day.
Hackers today frequently take over these IoT devices, including cameras, to use as part of their bot army that can overwhelm
websites in what is referred to as a DDOS (distributed denial
of service) attack. In most jurisdictions, casinos can’t operate
if their cameras are shut down. What happens when hackers
looking for new ransomware opportunities realize that they can
create a highly disruptive ransomware attack by taking over
casino cameras and shutting them down repeatedly. Once they
are in your network or networks, they can spread and have many
ways to retake your assets and run a different attack or the same
ransom attack again. Most casinos I’ve spoken with do run a
separate physical security network, but few have any meaningful or behavioral monitoring on their physical security network.
Drop a bunch of inexpensive USBs with lots of space on them,

and see how many people will plug them into their machines,
potentially running and placing malware into a network that
has no external internet connectivity.
Security Requires Layering
The probability of more capable serious and devastating
attacks is increasing without appropriate
proactive and defensive action, but the
ability to acquire and put into place the
processes, procedures, automated tools
etc. to mitigate the risk is also improving.
Serious crackers and serious cyber defenders are far more skilled than indicated
here. As the complexity of systems continues to grow, hackers and defenders play spy
vs. spy and look for more efficient processes
and tools to address the overwhelming
complexity of the cloud scaled interconnected world. Planning, protection and
mitigation of the security risks happens
every day, and new products are successfully serving as a force multiplier enabling
defenders to understand their environments risk more quickly and do more for
less. Resiliency to attack is always on
option, but is the value proportional to the
cost? Today, the answer is in general “yes,”
provided we first understand our threat
landscape and then judiciously apply
people, processes and tools as appropriate.

usually be done to you. Security cameras show you who is there,
but who else might be looking in? ®
Jack Hakim is CEO of EC Wise, Inc. in San Rafael, CA.
He can be reached by calling (415) 226-8858 or email
jhakim@ecwise.com.

Risk Management
How to determine what’s an appropriate investment in cybersecurity? Security is
often best thought of as another risk
management issue. The challenge is the
same for every other risk area of the
business, always determining that the expectation of return on investment in security
is commensurate with the organizational
risks. Skills and attack automation tools
are getting much better and the vulnerabilities are also increasing, but so is awareness.
There are many vendors approaching the
problem from a wide variety of perspectives,
offering better defense tools for each layer
in your system. These will simplify and
magnify what a team can do to create a
more secure, more mitigated and more
resilient platform for business.
It’s worth remembering that in the
cyber world, what can be done for you can

March 2017

Indian Gaming 23

